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Abstract  

Purpose: This paper investigates the area of information system (IS) security awareness and 
examines the way through which IS security awareness can be improved for the United Arab 
Emirates (UAE) Police Department to protect the sensitive information of the organisation and 
the country as whole. Design/Methodology: A combination of quantitative and qualitative 
research methodology is adopted in which 417 survey questionnaires and 7 interviews were 
conducted from the UAE Police Department analysed through SPSS and Nvivo respectively. 
Findings: The results indicated the inadequate practices of IS security awareness within the UAE 
Police Department as reported by both employees and officials. The policies  are in place 
regarding Information System Security, but  limited practice of policies and rules has been 
observed at workplace as the IS users have shown considerably irresponsible and unethical 
behaviour towards using IS i.e. open sharing of username or password. Therefore, this research 
suggested the improvements in the awareness among users. Practical Implications: The suggested 
model would be applicable to all the UAE Police Departments and other public organisations in 
the UAE that have to deal with large and confidential information and to ensure the highest level 
of protection of data and information for long-term use. Originality/Value: The research reviews 
the existing IS security awareness level at the UAE Police Department to understand its culture. 
Findings on such type of research and the approach used in it will provide the new knowledge to 
the professionals of the IS discipline. 
Keywords: Information System Security, Information System Security Awareness, Information Security, Information 
Security Culture, Information System Security Awareness and Behavioural Competency Model, United Arab Emirates  
Article Classification: Case Study
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INTRODUCTION 

Information technology (IT) has changed the 

society considerably in terms of 

communication and data storage. The 

professional and personal lives of people 

areincreasingly dependent upon the 

computers, mobile phones, and allied 

devices, which allow them to communicate, 

play, work and do business (Milicevic & 

Goeken, 2013). Public and private business 

entities also rely on Information technology 

and Information technology enabled services 

for organisational activities (Lu & 

Ramamurthy, 2011). According to 

Hasselbring (2000), in an organisation, there 

are several kinds of data or information that 

are being utilized and integrated with 

different technologies. Particularly in these  

Technologies, the use of information system 

(IS) is common, which provides support in 

processing and accessing certain information. 

At global level, a combined role of IT and IS 

cannot be neglected in the context of law 

enforcement sector. Use of IT and IS has 

transformed the working procedures of law 

enforcement units such as police department 

of most countries of the world. Integration of 

IT and IS together has improved the 

functionality and performance of police 

organisations, but not without its side of 

concerns. Security issues relating to security 

breach, data leakage, and hacking are the 

troubled side of Information system 

(Hasselbring, 2000; Koskosas & 

Asimopoulos, 2011). Since a police 

department is responsible for the overall 

public and national security, system and data 

protection is the primary priority. Some of 

the measures to mitigate the risks associated 

with security breach are, farewell, antivirus, 

strong password, etc.(Sanyal, et al., 2010).  

Parsons et al., (2014)have argued that 

implementation of strong internal and 

external security measures are not adequate, 

since the behaviour of the users of the 

systems and their interest toward protecting 

the system and data also play a fundamental 

role in maintaining overall Information 

System Security (ISS). Well-informed and 

responsive employees can ensure the best 

level of the ISS by assuring the 

implementation of all security measures as 

stipulated by the organisation. It highlights a 

fact that along with security measures, the 

role of IS users' awareness is also 

fundamental because the success of 

implemented security measures is based on 

the secure use of system by the users. In case 

of police department, which is responsible for 
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retention of sensitive and confidential data, 

the employees’ awareness with respect to 

Information System Security cannot be 

neglected.(Parsons, et al., 2014).  

The evidence of the importance of 

employees’ awareness regarding ISS can be 

gathered from the global law enforcement 

agencies, who have introduced and 

implemented different ISS Awareness 

(ISSA) programs and approaches to protect 

their information assets. For example, 

Missouri Police Department has introduced 

an ISSA training guide for the different levels 

of police officers and employees to develop 

awareness among them regarding to 

protection of the systems (Missouri Police, 

2012). Similarly, Criminal Justice 

Information Service (CJIS) has introduced 

'CJIS Online' awareness training software, 

especially for Texas law enforcement 

agencies with the aim to provide training to 

the employees regarding different security 

measures (CJIS, 2016).  

Many researchers (Knapp, Marshall, Rainer 

& Morrow (2006), Imboden, Philips, Seib & 

Fiorentino, (2013) & Bhatnagar (2014)) have 

emphasized the need of better awareness 

among the users of information system for 

information system security. Due to nature of 

organisation and work, police department 

holds large volume of confidential data. The 

internal security of any country can be 

compromised through breach of police 

records. Hence the importance of 

technological and security awareness for 

police department personnel cannot be 

negated. The purpose of the current study is 

to analyse the Information System Security 

and related awareness of the users of 

information system taking UAE police 

department as study subject. Therefore, this 

research study tries to assess and evaluate the 

level of awareness regarding security issues 

in information system in people working in 

police departments of United Arab Emirates 

(UAE). The interest level of those people 

towards digital security is also assessed 

through this study. Selected respondents of 

the study have different degrees of access to 

computer systems of the organisations. At the 

end, the study proposes an Information 

system security framework that can be 

implemented for increased security measures 

in police departments of United Arab 

Emirates (UAE) and other countries. 

LITERATURE REVIEW 

Information System: 

Information system can be defined as a set of 

processes that works on a collection of data. 

The working procedure for any information 
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system is depended upon the requirements of 

the organisation. Information system 

collects, stores, processes, analyses and 

transmits data according to organisational 

needs. Hence, this system supports in the 

decision making process of the organisation 

(Alcami & Caranana, 2012). (Ref Figure- 1) 

Some of the components of information 

system are: hardware, software, databases, 

communication channels and mediums, and 

end users. There are various categories of 

information system based upon work. Some 

of them are: transaction processing system, 

management information system, decision 

support system and executive information 

system (Harsh, 2011). (Ref Figure- 2) 

Usage of Information System: 

Information system has variety of use and 

applications in both private and public 

organisations. Generation of plans and 

procedures, creation of computer programs, 

creation of digital products such as games, 

software, economic analysis, financial 

statements, forecasting, storage of large 

volumes of data, and dissemination of 

information for public etc. are some of the 

functions of information system. According 

to the needs of organisations, Information 

system can work as a product, a value chain, 

a supply chain, and an ecommerce web site 

(Alter, 2008).  

A study by Steker (2012) on the use of 

Information System for economic process 

management in Czech companies revealed 

that implementation of information system 

should encompass the collaboration of all 

company processes. All the functionaries and 

departments within an organisation should 

collaborate for proper implementation of 

information system as an economic process 

management tool. There exist two types of 

usage of Information systems: Exploitative 

and explorative usage. The managers of the 

organisations have the responsibility to 

manage the two types of usage so as to 

achieve organisational objective (Luo & 

Ling, 2013).  

Globalisation has integrated the world into a 

small community. Use of information system 

has further reduced the country wise divide 

of people and business. With rise in internet 

use among the people, usage of information 

system is also rising among both private and 

public sector enterprises (Bourgeois, 2014). 

Governments of many countries are utilizing 

Information System for e-Governance. The 

choices and designs of technologies impact 

policy formulations and actual outcomes of 

projects taken under e-Governance. 
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Implementation of information system in 

police department has resulted in positive 

outcomes such as independence of 

investigation, better co-ordination among the 

various departments of police and 

prosecution. Along with positive impacts, 

there are some negative consequences of 

implementation of information system. Loss 

of efficiency, division of departments and 

work procedures, reduction in interaction 

between personnel etc are some of the 

delimiting features of information system. 

The design and structure of the system has to 

be modified according to the existing 

working procedure of concerned department 

or the organisation to limit the negative 

consequences and reap the benefits (Cordella 

& Iannacci, 2010). 

Study by Bhatnagar (2014) focused on the 

role of information and communication 

technology on the public service delivery 

system. The study concluded that 

information system can be used for increase 

in efficiency, transparency and speed of 

public distribution system. Information can 

be generated and disseminated through it. 

Abdullah & Ahmad (2001) analysed that use 

of information system is depended upon the 

users of the system. The cognitive level, 

satisfaction level, awareness, affective 

orientation, and readiness for use etc of 

system users are important for successful 

implementation of information system in a 

public organisational set up. Belief in the 

usage and functionality of the information 

system is the fundamental requirement for 

the users to act effectively. As any changes in 

technology lead to changes in socio cultural 

relationship and organisational structure 

within the organisation, consideration of 

social configuration of the organisation 

before implementation of information 

systems will avoid unnecessary conflicts. 

Security Issues in Information System: 

The use of information system has become 

universal and it’s changing every single day. 

The world has become a single platform 

through integration of organisations, 

societies and countries. With technological 

advancement, the issues pertaining to ethics 

and security have also surfaced. Some of the 

major challenges for information system are 

privacy, intellectual property rights, data 

security etc. Traditional ethics are also pitied 

in digital world to the ease of data creation, 

distribution and manipulation. Most of the 

cases the data breach is caused by insiders 

with access and responsibility towards secure 

data (Tiwary, 2011). Lack of proper way of 

controlling and securing the information, will 
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result in leakage and disclosure of 

information (Kaur & Mustafa, 2013). Hence 

Information system security (ISS) is required 

in every organisation or field of use where 

computer technologies are involved. 

Information System Security can be defined 

as the measures to protect the systems in 

which the data or information are stored. This 

may include various security measures such 

as, locking of systems in a room, creating 

password as a prohibition to access certain 

systems, use of firewall and antivirus 

software etc. (Hasselbring, 2000). By 

reviewing the study of Whitman & Mattord 

(2010), it is found that the need of improved 

Information System Security received great 

attention in the late 1990s, when a large 

amount of disturbances in different 

computers were recorded.  Code Red and 

Melissa were some of the infamous viruses 

that bought businesses to halt. Since then, 

there has been a continual increase in number 

of new viruses, which has increased the threat 

to overall ISS (Whitman & Mattord, 2010).  

Ismail & Zainab (2011) postulated that only 

implementation of high technological 

devices will not help in reaching at 

organisational objective unless all the 

associated parameters are met. 

Organisational support and knowledge of 

users relating to the implemented technology 

are important factors that affect overall 

working procedures of information system. 

The security challenges can be countered 

through access, maintenance, and monitoring 

of information, hardware, and software of 

information system according to authorized 

procedures. According to Knapp, Marshall, 

Rainer & Morrow (2006) some of the major 

issues that impact overall security of 

information system are: malware, 

vulnerability in the system, internal threats, 

inadequate fund, security architecture of the 

system, top management support, 

organisational culture, spam, legal issues, 

awareness of users, and firewall 

configuration etc.  

Lack of fund, time and technical expertise are 

some of the barriers for adoption of advanced 

information system security policies and 

procedures in many organisations. Effective 

implementation of preventive measures can 

somewhat impede the digital attack and 

protect the system. Awareness and 

knowledge about the working procedures of 

information system helps in reduction in 

human errors and prevents information loss. 

Security policies of any organisation are the 

fundamental blocks of information system 

security. Awareness of employees regarding 
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those policies can reduce the occurrences of 

security breach (Imboden, Philips, Seib & 

Fiorentino, 2013). Bhatnagar (2014) also 

pointed that government data bases and 

systems face greatest threat of data breach as 

they contain large amount of civilian data. 

Any failure in the system can lead to data 

theft and manipulation. Awareness among 

the users of information system in various 

government organisations can provide 

security at the basic level. 

According to the 2015 survey of Pricer 

waterhouse Coopers (PWC) 90% of large 

organisations surveyed had suffered breach 

of security within a year. For a single security 

breach, large organisations suffer loss of on 

an average £ 1.46 million to £ 3.14 million 

(Information Security Breaches Survey, 

PWC, 2015).   

Sanyal, et al. (2010) stated that about 70% 

ISS threats in an organisation initiate from 

the internal factors, which are predominently 

caused by current or ex-employees, business 

partners, and individuals who have access to 

the servers and networks of the organization 

(Sanyal, et al., 2010). In another study, 

Albrechtsen(2007) found that the employees 

can be the reason of information or data 

leakage, especially if they do not follow the 

established ISS processes, not familiar with 

the ISS process, or do not  execute data in a 

proper manner (Albrechtsen, 2007). 

Poepjes & Lane (2012) highlighted that 

employees in today’s working environment 

should be aware of their role in the security 

process of the Information System. This is 

also supported by Siponen & Vance (2010) 

who pointed out that usually a large number 

of employees are involved in risky 

behaviours on the internet, like the opening 

of unsolicited e-mail attachments carelessly 

that may contain proprietary information, 

which introduce a huge risk to corporate 

networks. Likewise, employees often neglect 

to consider the system security as their daily 

activity, which ultimately puts the IS at risk. 

Information System can be utilised as a 

competitive advantageous tool for an 

organisation as long as it is properly 

implemented and maintained. Many of the 

times the reasons of threats to Information 

System Security are the results of poor 

Information System Security Awareness 

among employees at different levels of the 

organisations. 

Security threats to information systems due 

to lack of awareness among the employees 

are getting organisational attentions. Various 

researches have pointed out the need of 

employee awareness to diminish security 
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threats in IS (Albrechtsen, 2007; Bulgurcu, et 

al., 2010; Albrechtsen & Hovden, 2010; 

Lebek, et al., 2013). Therefore organisations 

are trying to increase the level of security 

awareness in employees through training 

programs, education schemes, awareness 

campaigns, and the provision of security-

related information at work places.  

To cope with the ISSA issues, several 

researchers have proposed different models 

and approaches to increase the protection of 

the IS and the awareness level of the 

employees or IS users (Tsohou, et al., 2010; 

Poepjes & Lane, 2012; Haeussinger & Kranz, 

2013; El-Haddadeh, et al., 2012). For 

instance, Tsohou, et al. (2010) postulated that 

the ISS controls, including rules and 

regulations must be completely understood 

and accurately deployed in the organisations 

to prevent or to reduce the impact of cyber-

attacks. Poepjes and Lane (2012) pointed that 

the threats to IS have increased significantly 

over time, and the organisations have to be 

proactive to protect their information assets. 

Therefore, they introduced an approach to 

increase the awareness regarding the 

Information System Security, which is 

known as Information Security Awareness 

Capability Model (ISACM), as shown in 

(Ref Figure 3) (Poepjes & Lane, 2012).  

El-Haddadeh, et al. (2012) conducted a study 

in the public sector and found that 

maintenance of confidentiality, integrity and 

availability are three key components that 

play fundamental role in the flow of the 

information across the public sector 

organisations. Therefore, organisations need 

to implement several initiatives, like 

awareness trainings or programs to increase 

the employees’ responsiveness towards the 

ISS. The authors argued that these initiatives, 

although help in increasing employees’ 

awareness, conversely, sometimes create 

challenges, which affect the overall service 

delivery.  In such cases, organisations should 

conduct a detailed analysis of challenging 

factors, i.e. employees resistance, cost, time, 

etc. to make those initiatives successful (El-

Haddadeh, et al., 2012). 

Haeussinger & Kranz (2013) emphasized on 

the provisions of ISS policies as a primary 

source of ISS management. Here, ISS 

policies refer to the defined standards, rules 

and guidelines provided by an organisation to 

the users and non-users of IS. It is proposed 

that policy implementation is also another 

way of increasing awareness, which develops 

the sense of responsibility among the 

employees (Haeussinger & Kranz, 2013).  

This theory is in contradiction with other past 
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theories. Hu et al. (2011) claimed that the 

corporate ISS policies influence the 

deterrence mechanisms. ISS policies had no 

influence on the behaviour of the employees 

with respect to secure use of IS.(Bulgurcu, et 

al., 2010). Kotulic & Clark(2004) supported 

the idea of employees’ participation and their 

reflection on brining overall change at the 

organisational level; while,  Wilson and Hash 

(2003) sustained that education, knowledge, 

and security awareness campaigns are 

necessary to develop the positive behaviour 

and change the employees’ attitude toward 

usage of IS. In the light of the discussed 

arguments, it can be said that ISSA is mainly 

concerned with educating the employees or 

IS users. It is particularly relevant to address 

the security issues by developing the sense of 

security and responsibility among 

employees. Some research studies developed 

models or frameworks with the purpose to 

increase awareness among the Information 

Security users. Kruger and Kearney (2006) 

introduced a model for measuring 

Information System Security Awareness, 

which was limited to an international gold 

mining company. This model measured the 

awareness based on knowledge, attitude and 

behaviour of the users. Similarly, 

Albrechtsen and Hovden (2010) developed 

the ‘information security dialogue’ as a tool 

for improving the users’ awareness level, but 

the effectiveness and reliability of the model 

was not tested. 

NEED OF THE STUDY 

The integration of an effective security 

system for the protection of information is 

necessary, likewise, employees’ awareness 

regarding the secure use the system and 

protection of the stored information is 

equally important. Review of literature 

emphasized the usefulness of user awareness 

in security issues relating to information 

system. It is observed that many previous 

studies mainly focused on the general aspects 

of the ISS and ISSA (Siponen, 2000; Tsohou, 

et al., 2012; Parsons, et al., 2014; 

Haeussinger & Kranz, 2013; El-Haddadeh, et 

al., 2012).There is clear lack of research on 

information system security issues relating to 

police departments. The natures of the police 

departments are different from other public 

and private sector organisations due to their 

responsibility of protecting national interests. 

Therefore, special approach needs to be 

developed and adopted for the ISSA that 

could be implemented within the police 

organisations. The feasibility of other ISSA 

models on police departments and 

particularly for the United Arab Emirates 

(UAE) is not studied. By analysing the 
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current practices of the UAE Police 

Department, it is recognized that the 

literature has lack of studies regarding the 

strategies adopted by the department to 

increase the employees’ awareness. 

Therefore, it is difficult to decide whether the 

UAE Police Department is performing well 

or not in terms of increasing ISSA among 

employees. In the report of Mazroue (2011), 

the findings support the use of information 

systems in the UAE Police Department and  

confirm the integration of related 

technologies to protect the IT infrastructure. 

However no discussion was provided about 

the users’ awareness regarding ISS. 

Therefore this research study tried to bridge 

the research gap presented by previous 

studies by concentrating on information 

system security level and the Information 

System Security Awareness level of people 

working in police departments of UAE.   

THEORETICAL FRAMEWORK 

To develop the theoretical framework for the 

study, psychological theories are considered 

based on which the interview and survey 

questionnaires were developed to collect the 

data. Psychological theories are selected 

because they are all about human behaviour 

and attitude, which provide wide support in 

the context area of ISSA (Khan, et al., 2011). 

ISSA is associated with some practical 

approaches like policies, standards, 

regulations, and other security controls. It is 

also widely linked with the behaviour and 

knowledge of IS users (Baranowski, et al., 

2003; Khan, et al., 2011).  Therefore, 

knowledge-attitude-behaviour (KAB) model 

developed by Khan et al (2011) is utilized in 

this study as a theoretical framework. The 

factors incorporated in the model were 

extracted from the various ISSA 

interventions and a psychological theory 

named as the ‘Theory of Planned Behaviour’, 

which mainly focuses on the behaviour of the 

human beings by explaining the relationship 

between attitude (direct and indirect) and the 

behaviour. It also implies that the change of 

behaviour depends on the perception and 

intention of a person. Here the factors 

affecting behaviour are attitude and 

subjective norms (Ajzen, 2011).  

KAB model supports that attitudes can be 

changed if the knowledge is accumulated in a 

related behaviour, such as information 

security (Khan et al., 2011). It means that if a 

person has a high level of intention toward 

something, he/she is expected to show more 

positive subjective norms and positive 

behaviour. Attitude is concerned with the 

likes or dislikes, while subjective norms are 
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concerned with the beliefs of an individual 

(Ajzen, 2011). These factors lead to the 

changes in behaviour, which ultimately bring 

either positive or negative consequences.  

Thus, to measure the employees’ awareness 

level in the UAE Police Department, the 

model proposed by Khan et al. (2011) is 

utilized which contains five elements 

illustrated in (Ref Figure 4). 

The KAB model is comprised of five 

elements or steps. The lower most step is 

knowledge, which signifies the awareness or 

understanding of any topic. As the level of 

knowledge grows changes in attitude of the 

person take place. Beliefs and intentions of 

the person also get impacted through 

accumulation of knowledge. Finally 

behaviour of the person gets affected and 

changes. Knowledge can be accumulated in 

any subject varying from social science to 

Physics and also on the present research topic 

of Information System Security Awareness. 

WORK PLAN 

The research followed following steps to 

accomplish its purpose (Ref Figure- 5)  

RESEARCH METHOD AND DESIGN 

The research methodology employed for this 

research is mixed research approach. Mixed 

research approach is the combination of both 

quantitative and qualitative research 

paradigm.It includes induction, deduction, 

and abduction methods. It is both objective 

and subjective in nature.  Mixed approach 

helps in discovery of underlying patterns, 

proposes and tests theories as well as 

hypothesis. Hence this research approach 

reveals best set of explanation possible for 

understanding of research results (De Waal, 

2001).As per Johnson & Onwuegbuzie 

(2004), mixed method approach legitimizes 

the use of both quantitative and qualitative 

research approach. This research method is 

both creative and expansive in nature. It 

includes the use of facts and numerical 

figures through the use of statistical, 

mathematical or computational tools and also 

the use of subjective thoughts, human 

intuition, culture and language. The opinions 

of participants can be evaluated through 

direct questions to them. Then the data can be 

interpreted analytically and relationship 

between the variables can be found out. . 

Hence mixed approach was chosen for the 

current study as it will help in getting the 

desired objectives. 
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Data Collection 

For this research study both quantitative and 

qualitative data was collected. A set of closed 

ended questions were prepared by analysing 

past literatures on similar or related subjects. 

Research paper by (Tsohou, et al., 2010; 

Poepjes & Lane, 2012; Haeussinger & Kranz, 

2013; El-Haddadeh, et al., 2012) were used 

for this purpose. The questionnaire was then 

distributed among the respondents for survey 

through email. The qualitative questionnaire 

contained a set of open ended questions for 

the respondents. Qualitative data was 

collected through interviews.  

Data Sample 

The population of this study is people 

working with information systems in police 

departments of United Arab Nation (UAE). 

The representative sample is selected 

according to availability of personnel at the 

time of research. Random sampling method 

was used to select representative for this 

study. Out of the sample of 1156, 417 people 

responded to the email based questionnaire. 

The profile of the questionnaire responded is 

shown in Table I. Face-to-face interviews 

were conducted with seven senior authorities, 

working in each police division of seven 

emirates of the UAE. The respondents who 

were considered for the interview had a 

minimum 7 years of experience. This group 

of participants were selected for in-depth 

information about security and awareness 

level along with the changes in Information 

Systems that had taken place in the police 

departments across UAE. The interviews 

were tape recorded and later transcribed, 

coded and analysed using Nvivo 11, 

qualitative analysis software program (Braun 

& Clarke, 2006).  The profile of the interview 

respondents is shown in Table II.Consent for 

conduction of the study was obtained from 

Ministry of Interior prior to data collection. 

The participation of respondents was 

voluntary during both data collection phases 

(interview and survey). At the beginning of 

the survey and interview, respondents were 

explained about the research purpose and 

were allowed to leave or skip any question 

posed to them (Creswell, 2009). 

However, 417 questionnaires were included 

in the study with a response rate of 83.4%. 

The profile of respondents is illustrated in 

Table I. According to Table I, most of the 

respondents were Policeman (66.7%) in the 

age group of 31-35 years (32.4%), with 

Master’s degree (41.7%) and the UAE 

nationality (63.1%) having experience of 1-5 

years (30.9) in the UAE Police Department.  
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MEASURES 

For data collection through the survey and 

interview, the questionnaires were prepared 

with respect to the ISS practices and ISSA 

level among the employees of the UAE 

Police Department. Both, interview and 

survey questionnaire are based upon on the 

KAB Model and the discussed literature 

(Tsohou, et al., 2010; Poepjes & Lane, 2012; 

Haeussinger & Kranz, 2013; El-Haddadeh, et 

al., 2012).The survey questionnaire designed 

for the study was consisted of two parts. The 

first part carried 5 questions related to the 

demographic status of the respondents, which 

included questions on position, experience, 

age, education and ethnicity. The second part 

of the questionnaire was consisted of 15 

questions, equally distributed in 5 sections. 

The five sections represented the 5 ISSA 

criteria (Knowledge, Attitude, Normative 

Beliefs, Intention, Behaviour). Each section 

was consisted of 3 questions based on the 

five-point Likert scale, ranging from (1) 

“Strongly Agree” to (5) “Strongly Disagree”. 

The questionnaire was designed in both 

English and Arabic language for the ease of 

understanding among the respondents of the 

study. The questionnaire was reviewed by a 

group of experts for inspection of quality, 

clarity, ease of understanding and 

correctness. Based on reviews and comments 

of experts, questionnaire was modified and 

finalized. 

The same KAB model was used to prepare 

the interview questions. Necessary 

modifications in the statements were made to 

prepare open ended interview type questions. 

Table III shows the changes and 

modifications that has been made to meet 

with the requirements of this study.  

Data Analysis 

For the analysis of quantitative or survey 

data, descriptive analysis was applied in 

order to understand the level of awareness 

among the employees in the UAE Police 

Department. For this purpose Statistical 

Package for the Social Sciences (SPSS) 

version 20 was utilized as a statistical tool.. 

For the analysis of qualitative or interview 

data, Nvivo 10 was utilized through which 

themes were developed after transcribing the 

interviews and respective codes were 

generated. After developing and recording 

the codes, Text Search Query was run in 

order to check the frequency and repetition of 

the code in the statements of the 

interviewees. In the end, both qualitative and 

quantitative results were discussed together 

with the support of previous studies and 

theoretical framework given in Figure 2. 
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RESULTS AND DISCUSSION 

In this section, the analysis of both interview 

and survey data are presented. The findings 

obtained from the study indicated various 

scenarios that influence the perception and 

behaviour of IS users within the UAE Police 

Department in terms of using the system. The 

findings are aligned with the literature review 

and the theoretical framework shown in (Ref 

Figure 5) 

Table I and II, respectively shows the data 

collected from employees and authorities in 

seven Police Departments of the UAE 

located in each emirate. 

All the gathered data through interviews and 

survey were analysed and studied thoroughly 

and then classified in various categories to 

find different patterns. In this way, different 

themes were developed and then interpreted 

(Braun & Clarke, 2006). These themes are 

given in Table III and Table IV: 

The following sub-sections discuss the 

indicators of survey and interview results 

linked with the theoretical framework of the 

study: 

A. Attitude – Individual Responsibility 

Individual responsibility is related to the 

behaviour of the individuals towards 

ensuring the Information System Security 

within the UAE Police Department. Table V 

summarizes the responses obtained from the 

opinion of the respondents against question 1, 

while (Ref Figure 5) shows Nvivo result of 

'Individual Responsibility'. 

The data obtained from the survey and 

interview revealed numbers of facts about 

ISS in the UAE Police Department. Overall, 

the employees have been identified less 

responsible toward ISS, which is still a 

challenge for the organisation. For example, 

employees show careless behaviour while 

using the systems such as sharing their 

username and passwords. Moreover, it is also 

revealed that only few people in the 

organisation take full responsibility about 

ISS that mainly belongs from the IT 

Department. Unfortunately, most of the 

people, mainly from the other divisions, do 

not take the responsibility of ISS because of 

the close relationship and kinship that they 

have with each other. They openly share and 

distribute the password and username that is 

the clear indication of their trust on each 

other, which is definitely unethical and shows 

the lack of responsibility among the 

employees. 
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Ref Figure 6 summarizes the responses of 

participants with respect to responsibility. It 

is one of the most quoted terms in the 

interview responses. Some of the contexts in 

which the term responsibility was used were: 

‘lack of responsibility’, ‘responsibility 

toward security’, ‘people do not take the 

responsibility etc. 

…………………………………………… 

In the same way, the survey results also 

confirmed the findings of the interview as 

shown in Table VI and (Ref Figure 7), 

where an average percentage of respondents 

(3.49) claimed the lack of responsibility 

among them.  

Figure 7 – Employees Responses on 

Individual Responsibility Statements 

B. Knowledge – Policy Implications and 

Familiarity 

Concerning the policies and their 

implementation, it is found that the 

organisation has various policies for ISS, but 

the level of employees’ awareness is very 

low. Most of the employees ignore or they do 

not know about the importance of security 

policies. They take it loosely and no practical 

implementation of those policies has been 

found throughout the organisation. Table 

VII given below summarizes the responses 

of interview participants against question 2.  

It is evaluated that employees in the UAE 

Police Department openly share their 

passwords or usernames, which clearly 

shows their lack of awareness about the 

sensitivity or risk associated with this 

practice. Since, sharing passwords and 

usernames could be dangerous for the overall 

efficiency of the organisation as it could be 

the reason of leakage of the most confidential 

and private information. Truly, sharing and 

distributing information password or 

username is unethical and all the standards 

and policies are not allowed to anyone or 

system users to share their passwords or 

usernames. Similarly, the policies in the 

police department do not allow employees to 

share their usernames and password, but 

employees ignored that, which is mainly due 

to their culture and trust and lack of 

awareness among them.  

Ref Figure 8 summarises the Nvivo Text 

Search Query result on ' Policy Implications 

and Familiarity'. It is found that ‘Policies’ is 

the most quoted term. 

Similarly, the survey results also confirmed 

the findings of the interview; as shown in 

Table VIII and Figure 8, where an average 
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percentage of respondents (3.17) claimed the 

lack of policies implication and familiarity 

between them.  

C. Normative Beliefs – Ethical Behaviour 

(Ref Figure- 9) 

In both question 1 and question 2, 

respondents revealed that employees openly 

share their passwords or usernames, which is 

due to their lack of awareness about the 

sensitivity or risk associated with it. In terms 

of security matters, sharing passwords and 

usernames is considered unethical because it 

is dangerous for the overall efficiency of the 

organisation and may lead to leakage of 

confidential information. Globally, sharing 

or distributing password or username is 

unethical and all the standards and policies 

are not allowed to anyone or to share their 

passwords or usernames (Grupe, 2003). 

Similarly, the sharing of password or 

username among the employees in the UAE 

Police Department is unethical practice, 

which is due to their culture and trust factor, 

as shown by the interview respondents in 

Table IX: 

Table IX depicted that culture, trust and 

normative beliefs have considerable 

influence on maintaining the Information 

System Security in the UAE Police 

Department. Most of the respondents claimed 

that the organisation has a culture of trust, 

which allow them to share their username and 

password and lead to the breach of instruction 

that employees are supposed to follow. This 

trusted culture also increases the chance of 

resistance, which might be a big threat to ISS 

of the organisation  

Ref Figure 10 summarized the responses of 

participants graphically where 'Culture' is 

quoted as a key and most repeated term. 

Correspondingly, the survey results also 

confirmed the findings of the interview; as 

shown in Table X and Ref Figure 10, where 

an average percentage of respondents (2.22) 

strongly agreed with that they show unethical 

behaviour while using IS and never hesitate 

while sharing their confidential details.  

D. Behaviour – Protective Measures (Ref 

Figure- 11) 

As a protective measure, it is found that few 

measures are implemented in the 

organisation. For example, they have strong 

passwords like a mix of numbers, upper and 

lower case letters, and symbols. However, it 

is the fact that all efforts fail if the employees 

show unethical behaviour and share their 

passwords or usernames openly. Therefore, 

in this case, this protective measure is 

completely useless. Besides, the polices and 
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standards followed by the organisation also 

work as a protective measure to protect the 

confidential information, but, sadly, 

employees are not aligned with these policies 

due to lack of awareness and therefore strong 

actions are needed to be taken to increase 

overall security. All these arguments are 

given by the interview respondents, which 

are summarized in Table XI. 

The UAE Police Department implements 

ISO 27001, which is one of the best standards 

in the ISO family that details the 

requirements for IS management system 

(ISMS), and, is further based on the people, 

processes and IT systems by applying a risk 

management process (Grupe, 2003). On the 

other hand, it is observed from the responses 

that not all the employees are aware about the 

integrated ISO standards and related 

guidelines. The researcher has confirmed the 

implementation of ISO 27001 standards in 

the organisation, as the agreement level 

concerning to this factor is relatively low. It 

is also confirmed that the organisation is 

doing its best for ISS, but the low awareness 

among employees increases the threat to the 

system. The graphical representation of the 

interview responses is given in Figure 11, 

which highlights ‘Measures’ as a key word 

that best defines the perception of the UAE 

Police Department officials participated in 

the interview. 

Respectively, the survey results were also 

found in support of interview findings; as 

shown in Table XII and (Ref Figure 11), 

where an average percentage of respondents 

(2.68) strongly agreed with that the 

organisation puts continuous effort to protect 

the systems through various ways.  

E. Intention – Employees’ Capabilities 

In this context, relatively low or no 

capabilities among employees in terms of 

protecting the systems from unexpected 

threats and attacks has been observed. During 

the interview, respondents shared that 

whenever any employee has been hacked or 

attacked by the viruses, he or she cannot fix 

it unless they receive help from the 

specialized department of IT (Table XIII). 

This review indicates the careless behaviour 

and lack of awareness and capabilities among 

end-users about protecting the systems. 

Similarly, several facts have been revealed 

during the interviews, which are summarized 

in Table XIII. 

Table XIII further depicted that in the UAE 

Police Department, employees, especially 

outside the IT department have lack of 
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capabilities and abilities in terms of 

addressing unexpected threats to ISS. 

Therefore, employees need more awareness 

and capabilities to deal with unexpected 

threats because more awareness allows them 

to handle and eliminate the security threats. 

Also, interview responses claimed that IT 

staff is certified with training and have the 

skills to deal with expected threats, therefore, 

whenever any sort of threat takes place, 

employees from all over the organisation 

report to IT staff and take help from them. 

The graphical representation of the interview 

responses is given in (Ref Figure 12), which 

highlights ‘Capabilities’ as a key word being 

used by the respondents to support their idea. 

Likewise, the survey results were also found 

in support of interview findings; as shown in- 

the survey and interview finding in Table 

XIV and (Ref Figure 13), an average mean 

percentage of respondents (2.68) also 

believed that they have inadequate ability to 

respond the uncertain situations, but they are 

more likely to develop the positive attitude 

toward learning skills to protect the system.  

DISCUSSION 

It is known that every program or a system 

has its weakness; therefore, the United Arab 

Emirate Police Department is not exempted. 

With the help of the study findings, the 

researchers have identified the fact that ISS 

in the chosen organisation have been 

managing at its best level, but the employees 

failed in protecting the systems effectively 

and efficiently, which is definitely a 

considerable challenge for the entire 

organisation. 

The results of the study provide support for 

the theoretical framework shown in Figure 2. 

The overall support of the framework 

towards the findings is relatively high with 

the excessive similarity index among the 

opinion of interview respondents as well as 

with the supported mean value of each theme 

Attitude (Individual Responsibility = 3.49), 

Knowledge (Policy Implications and 

Familiarity = 3.17), Subjective Norms 

(Ethical Behaviour = 2.22), IS Security 

Behaviour (Protective Measures = 2.68) and 

Intention (Employees Capabilities = 3.32). 

This is quite acceptable findings when 

compared with the previous studies on ISSA 

including Bulgurcu et al. (2010) [Attitude = 

6.05], Bulgurcu et al. (2010) [Subjective 

Norms = 5.96], Bulgurcu et al. (2010) [IS 

Security Behaviour = 6.00], and Haeussinger 

& Kranz (2013) [Intention = 6.06]. These 

findings suggest that the developed 

theoretical framework is capable of 
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explaining the fact that Attitude, Knowledge, 

Subjective Norms, ISS Behaviour and 

Intention are the key factors through which 

ISSA level of the individuals can be 

determined. Several other insights relevant to 

the themes developed in the context of the 

UAE Police Department are discussed as 

follows, which help in understanding the 

current level of awareness among the 

employees as well as ensure that the 

organisation needs to have a proper 

framework or approach to deal with 

identified issues.  

First of all, with concerns to the attitude of 

employees within the UAE Police 

Department, it is accepted that employees are 

inclined to show negative attitudes due lack 

of awareness programs and absence of proper 

training. This has support from the findings 

of Albrechtsen and Hovden (2010) who 

found incompetence and lack of awareness of 

the users as the biggest ISS problems and 

argued that users without awareness cannot 

give the value to the dangers associated with 

their wrong acts and inherent actions. The 

authors also emphasized on the requirement 

and the essentiality of ISSA program in an 

organisation to overcome the identified 

concern. Similarly, in the case of the UAE, it 

can be said that awareness among the 

employees and their positive attitude can 

bring the positive change in the organisation. 

In this scenario, “Theory of Planned 

Behaviour” has also been identified as 

relevant because it would help in discovering 

security breaches and attitudes of the 

employees within the organisation that are 

the key threat to IS security (Loughran, et al., 

2012). The UAE Police Department would 

have choice to identify the weakness in 

employees’ attitudes with the help of internal 

organisational controls and determined 

detection actions. 

After that, with respect to knowledge among 

the employees within the UAE Police 

Department, it is found that the practice of 

sharing password and username is one of the 

clear indications of the lack of employees’ 

understanding about the users’ guidelines and 

policies, which are available to assist the 

employees to securely use the systems. 

Employees’ awareness regarding their 

organisation’s security policies provides the 

protection to the systems as well as help them 

to deal with unexpected threats (Haeussinger 

& Kranz, 2013).Equally, Bulgurcu et al. 

(2010) also supported this fact in their study 

and highlighted knowledge as a key factor in 

securing the systems. Thus, in the light of 

these findings, it can be said that the 
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awareness regarding ISS is mainly concerned 

with educating the employees or users or 

non-users of IS. This awareness is 

particularly relevant to the security issues to 

develop the sense of security whether it is 

right or wrong (Baranowski et al., 2003; 

Khan et al., 2011).  

Afterwards, the results related to subjective 

norms supported the fact that culture and trust 

have considerable influence on maintaining 

security. Since, both interview and survey 

results highlighted the culture and trust as the 

key factors behind the security breaches. In 

the UAE Police Department, they have a 

culture of trust, which allow them to share 

their confidential data i.e. username or 

password, which ultimately welcome to 

unwanted circumstances by affecting the 

security of the systems. As Siponen & Vance 

(2010) in his study supported that employees’ 

involvement in risky behaviour such as 

opening unsolicited e-mail, sharing 

passwords, connecting external devices, and 

thus neglect to consider security in their daily 

routines and consistently put the systems at 

risk (Siponen & Vance, 2010). Similarly, the 

main reason behind the breach of ISS policies 

and guidelines is the culture and trust among 

the people (Al-Zaabi, et al., 2012). 

Fourth, in regard to ISS behaviour in line 

with protective measures within the UAE 

Police Department, it is obtained that security 

controls are not constantly implemented in 

the organisation in identifying and 

authenticating users. This is a clear indication 

that confidential data can be accessed and 

transmitted openly without the fear of 

security breach, which also increases the risk 

of manipulation of sensitive information 

(Table IX). In literature, it can be seen that 

the importance of ISS for the organisations is 

considered as a key area to maintain security 

of data as well as to prevent the organisations 

from illegal security scandals and provide the 

strong foundation to the entire structure of the 

organisations (Anderson & Rachamadugu, 

2013; Janssen, 2014). In this case, a legal 

activity of preventing and rectifying a wrong 

and enforcing a right can be adopted by the 

UAE Police Department as this will help in 

taking effective actions to prevent IS from 

any sort of abuse or threat (Piquero, et al., 

2011). Moreover, the UAE Police 

Department can adopt any internal or 

external remedies to protect their system. 

Internal remedies may include suspensions, 

fines or terminations while external remedies 

may include force to follow policies, 

procedures and conviction of the organisation 

(Piquero, et al., 2011). 
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Finally, in regard to the intention of 

employees within the UAE Police 

Department, it is found that employees do not 

intentionally breach the system security, but, 

they do have a lack of awareness and 

capabilities, which lead to certain negative 

outcomes. Kaur and Mustafa (2013), in this 

instance, stated that ISSA means the 

capabilities and abilities of an organisation or 

the users to protect the system from 

unexpected threats so that security and 

protection of all records and data of certain 

organisation can be ensured (Kaur & 

Mustafa, 2013). From this view of Kaur and 

Mustafa (2013), it can be said that only 

certain level of awareness and capabilities 

among the employees can protect the system 

adequately, while other technologies and 

measures will also become effective, if the 

users will have sufficient knowledge about 

using them (Cohen, 2012; Banerjee & 

Murarka, 2013). 

Besides, “Theory of Planned Behaviour” has 

also been found effective in the context of the 

UAE Police Department as its 

implementation would be effective for 

motivating employees and increasing their 

awareness about the secure use of IS (Ajzen, 

2011). However, in the context of the UAE 

Police Department, no such practice of 

increasing ISSA has been identified. 

Therefore, it is suggested that by 

incorporating the elements of “Theory of 

Planned Behaviour” in ISSA approach, the 

organisation can improve its performance in 

terms of security. Since the theory 

specifically focuses on the ISS behaviour of 

the users, this would help in diminishing 

unethical behaviour and would motivate 

them to address the ISS threat (Bulgurcu et 

al., 2010; Khan et al., 2011). Instantly, 

countermeasures such as education, training, 

backups, reprimand could be utilized to 

reduce the threat and minimize the risk of 

occurrence of certain event again (Son, 2011; 

Piquero, et al., 2011). 

MODEL BACKGROUND AND 

RECOMMENDATIONS 

Most researchers agreed that Information 

System Security Awareness can be helpful to 

effectively address Information System 

Security concerns to maintain the reliability 

of organisation and protect its information 

assets (Banerjee & Murarka, 2013; Bulgurcu, 

et al., 2010; Aboelmaged, 2010). The 

findings support the literature that the 

policies, standards and training program are 

helpful for the ISS (Ismail & Zainab (2011), 

Knapp, Marshall, Rainer & Morrow (2006), 

Imboden, Philips, Seib & Fiorentino, (2013)). 
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The UAE police department has various 

effective policies and efficient security 

measures, which meets with the international 

standards (Mazroue, 2011), but, the 

awareness about information system security 

remains a key challenge for the department as 

it is confirmed by both interview and survey 

results discussed in the previous section. A 

new framework is developed and proposed 

through this study for the UAE police 

department with the aim to increase ISSA 

among the users and non-user of the systems.  

To develop the model, first we have reviewed 

the key components of an information 

system, which are explained by O’Brien 

(2003). Accordingly, there are four key 

components of an information system i.e. 

people resource, software resource, hardware 

resource, and data resources as shown in 

Figure 13. People are responsible to control 

the system performance; hardware is useful 

to input the information/data; data resources 

helps in storing the data/information 

resources, and software resources shows the 

information output. This relationship can be 

understood through Figure 13 easily; since all 

these components work together in the form 

of a network, which help the organisations in 

maintaining the high level of system 

integration.In this network, hardware 

resources include telecommunication system, 

computer or any other equipment useful to 

input or process information; software 

resources include application software, 

system software or operating instructions for 

end-users; people resources include end-

users or IT specialist; and data resources 

include databases or knowledge bases where 

information can be stored. Hence, this 

integration of multiple resources helps in 

making organisational operations and 

performance of IS successful and effective. 

Therefore, it is essential for an organisation 

to ensure that every resource is perfectly 

integrated with each other so that information 

or data can be processed or stored efficiently.  

(Ref Figure 14) – Components of IS 

(Source: O’Brien, 2003) 

In case of the UAE Police Department, it is 

noticed that the hardware, software, and data 

resources are perfectly integrated in the 

organisation and its information management 

system. However, the issue has been 

identified in its human or people resources, 

which are not efficient enough to control the 

system performance mainly due to lack of 

awareness. This lack of awareness has 

increased the security threat for the police 

department. Therefore, after considering all 

these facts, the model is developed to 

improve the people resource performance of 
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the UAE police department so that the overall 

effectiveness of the ISS can be increased.  

The developed model is shown is Figure 16, 

which is called ‘ISSA and Behaviour 

Competence Model (ISSABCM). This model 

is based on the theoretical framework of the 

study (Figure 2) as well as integrating the 

aspects of ‘‘Theory of Planned Behaviour”. 

ISSABCM proposes that ISSA requires a 

proper system to ensure the high level of 

awareness and behaviour competence among 

the IS users to maintain the ISS in an 

organisation.  

Awareness to IS users cannot be provided 

directly, therefore, as an initial step, the 

model proposed that certain areas that need to 

be focused must be identified through 

appropriate assessment method like the 

interviews. Interviewsmust be conducted 

from the stakeholders, i.e. employers or 

seniors in the organisationthrough which 

concerns and challenges pertaining to ISS 

and ISSAshould be identified to evaluate the 

focus area.  

After the identification of focus areas, the 

survey should be conducted from the 

employees in order to determine their 

awareness level. Forconducting the survey, 

the framework of the study, which is based 

on the KAB model of Khan, et al. (2011)is 

utilized that. The model suggests that the 

survey should be related to the knowledge, 

attitude, normative beliefs, intention and 

behaviour of the employees. It is because 

knowledge survey will help in identifying the 

employees’ understanding about the 

implemented policies or guidelines about 

using IS securely; attitude survey will help in 

identifying how employees perceived or 

show their individual responsibility towards 

protecting the system; survey on normative 

beliefs will help in identifying the ethical 

behaviour of the employees toward using the 

system, like practice of sharing passwords or 

accessing other’s system without permission, 

etc.; survey on intention will help in 

understanding the competencies of 

employees, i.e. how they perceive or consider 

ISS; and finally, survey on behaviour will 

help in understanding how employees react 

toward the integrated security measures. 

Thus, these all factors (knowledge, attitude, 

normative beliefs, intention and behaviour) 

are regarded as the social-

psychologicalfactors, which are also 

supported by the Theory of Planned 

Behaviour in relation to study the 

ISSA(Ajzen, 2011)as well as all these factors 

were also studied by many researchers to 
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evaluate the IS users’ awareness about 

ISS(Bulgurcu, et al., 2010; Ifinedo, 2012). 

(Ref Figure 15) – IS Security Awareness 

and Behaviour Competence Model 

After that, it is proposed that both survey 

results and interview results should be 

evaluated carefully so as to understand the 

existing gap and the actual need of both 

employees and employers. Finally, after 

evaluating the key issues and gaps, it will be 

easier to develop the relevant strategies, 

which can be either awareness training 

program, or policy change/amendment, or 

implementation of strict rule, or any 

awareness campaign that could suits to 

certain organisational culture. Thus, this 

overall process will bring the smoothness in 

increasing employees’ awareness and 

develop the positive behaviour among them 

towards the ISS.  

Thus, the implementation of developed 

model will allow the UAE Police 

Departmentto overcome the security 

challenges that mainly took place due to the 

lack of awareness among IS users working at 

different levels in the organisation. Overall, 

the implementation of the suggested model 

would ensure the highest level of ISS of the 

organisation by increasing the user 

awareness. 

CONCLUSION  

This paper analyses the different ISSA 

approaches discussed in the literature to 

examine their significance and limitations. In 

this context, it has been depicted that the 

purpose of introducing ISSA approaches by 

the different IS researchers is same as all of 

them wanted to motivate the employees and 

IS users toward the secure use of IS and to 

protect the information or data of the 

respective organisations. However, most of 

those approaches were not developed in the 

context of public sector enterprises, 

particularly the police department. This 

research study found that most of people 

working in police department of UAE have 

poor level of understanding regarding 

information system and its security. Even the 

persons working with information systems in 

regular basis exhibited inadequate awareness 

on various security issues that impact the 

computer systems. Information System 

Security Awareness & Behaviour 

Competence Model (ISSABCM) has been 

devised and proposed through this study. 

This model will improve the overall security 

of Information Systems of UAE Police 

Department through improvement of 
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awareness level of people working under the 

department. 
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Figure 2: Types of Information System 
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Figure 3–ISACM by Poepjes & Lane (2012) 

 

 

Figure 4 - Five Elements of KAB Model (Khan et al., 2011)  

 

Figure 5- Steps to accomplish its purpose  

 

Knowldge

Attitude

Normative 
Beliefs

Intention

Behaviour

Reviewing Literature on 
ISS and ISSA Factors

Developing Theoretical 
Framework based on KAB 

Model

Designing Survey and 
Interview Questionnaire to 
evaluate the ISS practices 

and ISSA level

Analysing the Gathered 
Data using Nvivo (for 

interview) and SPSS (for 
Survey)

Developing Framework and 
Writng Conclusion and 

Recommendation 



ELK ASIA PACIFIC JOURNAL OF COMPUTER SCIENCE AND INFORMATION SYSTEM  

ISSN 2349-9392 (Online); DOI: 10.16962/EAPJMRM/issn. 2349-9392/2015; Volume 4 Issue 2 (2018) 

32 
 

Figure 6 - Nvivo Text Search Query Results on Individual Responsibility  

 

 

Figure 7 – Employees Responses on Individual Responsibility Statements 
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Figure 8 - Nvivo Text Search Query Results on Policy Implications and Familiarity 
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Figure 9 - Employees Responses on Policy Implications and Familiarity Statements 

 

 

Figure 10 - Nvivo Text Search Query Results on Ethical Behaviour 
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Figure 11 - Employees Responses on Ethical Behaviour Statements 

 

Figure 12- Nvivo Text Search Query Results on Protective Measures 
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Figure 13 - Employees Responses on Protective Measures Statements 

 
 

Figure 14 - Nvivo Text Search Query Results on Employees Capabilities 
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Figure 15 - Employees Responses on Employees Capabilities Statements 

 
 

Figure 16 – Components of IS (Source: O’Brien, 2003) 

 

 

 

 

 

 

 

 

 

  

 

S
o

ft
w

a
re

 R
es

o
u

rc
e
s 

H
a

rd
w

a
re

 R
es

o
u

rc
es

 

Data Resources 

People Resources 

 

Input of 

Data 

Resource 

Output of 

Informatio

n product 

Output of 

Informatio

n product 

Storage of Data Resource 

Control of System Performance 

Input 

Performanc

Output 

Performanc



ELK ASIA PACIFIC JOURNAL OF COMPUTER SCIENCE AND INFORMATION SYSTEM  

ISSN 2349-9392 (Online); DOI: 10.16962/EAPJMRM/issn. 2349-9392/2015; Volume 4 Issue 2 (2018) 

38 
 

 

Figure 17 – IS Security Awareness and Behaviour Competence Model 

 

 

LIST OF TABLES 

Table I – Profile of Survey Participants  

 
N % 

Position   

Officer 42 10.1 

Policeman 278 66.7 

Manager/Executive 54 12.9 

Other Positions 43 10.3 

   
Experience 

  
<1 year  47 11.3 

1-5 years 129 30.9 

5-10 years 99 23.7 

10-15 years 119 28.5 
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>15 years 23 5.5 

   
Age 

  
< 25 years 47 11.3 

25–30 years 119 28.5 

31-35 years 135 32.4 

36-40 years 79 18.9 

> 40 years 37 8.9 

   
Education 

  
High School  21 5.0 

College  78 18.7 

Graduate  123 29.5 

Master's  174 41.7 

Doctorate 21 5.0 

   
Ethnicity 

  
Arab – Emirati 263 63.1 

Arab - Non-Emirati 154 36.9 

 

Table II – Profile of Interview Respondents 

Respondents Emirate Age Experience 

IT Project Manager  Dubai  40 years 7 years 

IT Department In-charge Ajman 47 Years 10 years 

IT Administrator  Um Alquain 45 Years 8 years 

Chief of Engineer Abu Dhabi 50 years 9 years 

IT Assistant Manager  Sharjah 52 Years 11 years 

Manager  Ras Al Khimah 58 Years 15 years 

IT Engineer Fujairah 49 years 10 years 

 

Table III – Construction of Interview Questions from Literature and Theoretical 

Framework 
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Construct of 

Themes  
Questions for Interview Source 

Attitude 

Individual 

Responsibility  

Q1: How individual takes the responsibility 

of IS security and prioritizes it?  

(Khan et al., 2011; 

(Haeussinger&Kranz, 

2013)  

Knowledge 

Policy 

Implications and 

Familiarity 

Q2: What are the current IS security policy 

implications in the organisation and to 

which level employees are aware about it?  

(Mazroue, 2011; 

Bulgurcu et al., 2010; 

Hu et al., 2011) 

Normative Beliefs 

Ethical Behaviour 

Q3: What is the behaviour of employees 

toward using IS and maintaining its 

security? Is it ethical or not?  

(Kruger & Kearney, 

2006; Bulgurcu et al., 

2010) 

Behaviour 

Protective 

Measures 

Q4: Does the organisation have any 

protective measures for IS security?  

(Baranowski et al., 

2003; Kruger & 

Kearney, 2006; Khan et 

al., 2011; 

Intention 

Employees 

Capabilities 

Q5: What are the current capabilities do 

employees have to address the threats 

associated with the IS security?  

(Khan et al., 2011; 

Ajzen, 2011; El-

Haddadeh et al., 2012) 
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Table IV – Construction of Survey Items from Literature and Theoretical Framework 

Construct of 

Themes  
Survey items from interview Questions  

Attitude 

 

Individual 

Responsibility 

1. I have a lack of awareness about using IS securely. 

2. The organisation offers proper training to the employees relating to 

securely use IS  

3. Employees are provided with an ISSA program at least once in a year 

to develop a sense of responsibility among them 

Knowledge 

 

Policy Implications 

& Familiarity 

4. The organisation has effective policies for ISS, which is followed by 

everyone 

5. The organisation has documented guidelines about using IS 

6. I can easily understand the ISS guidelines and policies and its 

implications  

Normative Beliefs  

 

Ethical Behaviour 

7. I feel confident to share my username or password with the 

colleagues as I trust them a lot 

8. In the organisation, trustworthy attitude of IS users let them share 

their confidential information  

9. Culture influences the ISS in the organisation 

 

Behaviour 

Protective Measures 

 
10. Security tools and measures, i.e. Strong Password, policies, 

software etc. are satisfactory integrated with IS of the organisation 

11.Organisation’s management team is regularly engaged with ISS to 

protect it at a high level. 

12. The organisation uses international standards i.e. ISO 27001 for 

effective ISS management. 

Intention 

 

Employees 

Capabilities 

13. The organisation supports the awareness programs that are 

beneficial for ISS 

14. I am aware of procedures and processes that can handle an 

unexpected ISS breach so that I can handle emergency situations. 
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15. I need to learn new skills and so that I become capable of using IS 

securely. 

 

Table V –Individual Responsibility  

Q1: How individual takes the responsibility of information system security and prioritize 

it? 

Respondents Responses Summary 

R1 Some people show responsibility, but IT Department is highly 

responsible 

R2 Employees do not take responsibility seriously due to relationships and 

kinship they have  

R3 Few people show responsibility; mostly, people have lack of 

responsibility toward the ISS 

R4 Some of the people tend to show responsibility, but most of them are not 

such responsible 

R5 Individuals other than IT department are forced to be responsible toward 

the Information System Security 

R6 Only  the IT department is highly responsible; mostly, the employees do 

not take responsibility of the ISS 

R7 People mainly from IT department take complete responsibility, but 

outside  people do not take it seriously  

 

Table VI – Descriptive Statistics of Survey Responses (Individual Responsibility or Attitude) 

  Statement 1 Statement 2 Statement 3 Average 
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Mean 4.00 3.80 2.68 3.49 

Median 4.00 4.00 2.00 3.33 

Mode 5.00 5.00 1.00 3.67 

Standard Deviation 1.28 1.27 1.64 1.40 

 

Table VII –Policy Implications and Familiarity (Knowledge) 

Q2: What are the current ISS policy implications in the organisation and to which level 

employees are aware about it? 

Respondents Responses Summary  

R1 Policies are there, but not followed. For example, as the rules say, employees 

are not allowed to give username or password to anyone, but no one follows 

that.  

 

R2 
Policies are there, but not followed due to lack of awareness 

R3 Policies are there, but followed according to the job description 

R4 Policies are there, but not followed due to lack of awareness, carelessness, 

and employees’ unwillingness to follow them  

R6 Policies are there, but not followed due to culture as employees trust a lot 

and they give more importance to culture  

R7 
There are policies, but the awareness level is low or most of the employees 

ignore to follow the policies. 

 

Table VIII – Descriptive Statistics of Survey Responses (Policy Implications and Familiarity) 

  Statement 4 Statement 5 Statement 6 Average 

Mean 3.66 2.22 3.62 3.17 

Median 4.00 2.00 4.00 3.33 

Mode 5.00 1.00 5.00 3.67 

Standard Deviation 1.48 1.37 1.51 1.45 
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Table IX –Ethical Behaviour (Normative Beliefs) 

Q3: What is the behaviour of employees toward using IS and maintaining its security? Is it 

ethical or not? 

Respondents Responses Summary  

 

 

R1 

Cause of the whole problem is the UAE culture as we naturally trust on 

each other, therefore, sharing of Id and password is common  

 

R2 

The UAE culture is based on trust and the behaviour of employees is 

extracted from this due to which they show unethical behaviour  

 

R3 

Sharing usernames and passwords show the trust level among employees, 

that’s, why it has a negative impact on their behaviour. 

 

R4 

The practice of employees like sharing of passwords and usernames itself 

represents the trust level among employees, but truly such culture has 

negative impacts on the ISS. 

R5 The culture of the UAE and within the organisation is based on trust 

which influence their security behaviour negatively 

 

R6 

Distributing the information between the employees and using the 

authority of each other clearly represents the negative behaviour, which 

affect ISS. 

R7 The behaviour is negative and unethical, as individuals in the organisation 

trust each other because of culture, friendship or kinship they have 

 

Table X – Descriptive Statistics of Survey Responses (Ethical Behaviour) 

  Statement 7 Statement 8 Statement 9 Average 

Mean 2.20 2.35 2.11 2.22 

Median 2.00 2.00 1.00 1.67 

Mode 1.00 2.00 1.00 1.33 

Standard Deviation 1.47 1.412 1.56 1.48 
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Table XI –Protective Measures (Behaviour) 

Q4: Do the organisation has any protective measures for ISS? 

Respondents Responses 
 

 

 

R1 

Yes it has, like strong password (combination of upper case, lower case, 

symbols or characters), but again, it fails if you give it to someone else 

openly  

 

R2 
Many measures are implemented such as firewalls, ISO certification, 

internal auditors, but still we need to have awareness among employees 

to manage IS  

R3 We have strong password, polices and standards, but sadly I have to say 

that employees do not align with these policies. 

 

R4 

Strong protective measures are taken of course. There is mixing up 

between letters and numbers. Also, we make sure that the passwords are 

changed regularly.  

R5 Complex passwords and imposing policies and standards i.e. ISO 27001 

 

R6 

We have the world’s standard of username and passwords and we 

prohibit employees to use the password that they have already used as 

well their requirement that they change their passwords every 3 months.  

R7 Protective measures are in place, but it’s the responsibility of the 

individuals to follow and respect these measures.  

 

Table XII – Descriptive Statistics of Survey Responses (Protective Measures) 

  Statement 10 

Statement 

11 Statement 12 Average 

Mean 2.21 2.04 3.79 2.68 

Median 2.00 2.00 4.00 2.67 

Mode 1.00 1.00 5.00 2.33 
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Standard Deviation 1.248 1.277 1.269 1.26 

 

Table XIII –Employees Capabilities 

Q5: What are the current capabilities does employees have to address the threats to ISS? 

Respondents Responses Summary  

 

R1 
For the users other than IT, I don’t think much of capabilities are needed, but 

they must have the awareness about ISS. 

 

R2 
If we are talking in general, the abilities of the employees other than IT is 

very weak. This is where ISSA approach is needed  

 

R3 
The employees basically get help from the staff of the IT department if such 

an issue arises.  

 

R4 
Nothing at all, if the employees have been attacked, they cannot handle it 

unless getting help from IT department  

 

R5 
Employees have the lack of awareness in dealing with IS threats as they 

cannot protect the systems and divert the problem to IT department 

R6 I don’t think all the employees can protect the system from any threat, which 

clearly means lack of awareness so all problems are transferred to IT 

department. 

R7 I believe that if there is a real awareness framework, it will enhance the 

maturity of these employees 

 

Table XIV – Descriptive Statistics of Survey Responses (Employees Capabilities) 

  Statement 10 

Statement 

11 Statement 12 Average 

Mean 3.59 3.38 2.71 3.23 

Median 4.00 4.00 2.00 3.33 
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Mode 5 5 1.00 3.67 

Standard Deviation 1.586 1.476 1.638 1.57 

 

 


